CitiDirect BE®
Login via MobilePASS

You don't have to choose between comfort and safety.
Replace SafeWord Card with our new application.

What is the MobilePASS solution?

MobilePASS enables Users to log in to CitiDirect BE, CitiDirect BE
Mobile or CitiDirect BE Tablet by leveraging their smartphones to

generate dynamic passcodes, instead of the physical SafeWord cards.

The solution is an important part of our continuing effort to bring a
best-in-class client experience to digital security. It not only improves
the login experience, but also enhances the security of the login

process.
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Benefits of MobilePASS
include:

+ Enhanced login experience
thanks to using a mobile
device that is already
carried by Users

« Enhanced security
thanks to the additional
smartphone protection
options (e.g. PIN, pattern
lock, fingerprint, etc.)

+ New User creation and
activation in minutes,
no longer requiring mail
delivery of a physical token

+ Friendly dynamic password
generation with all-numeric
format
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How to launch MobilePASS?

STEP G

Client submits the configuration form to the Bank:
http://www.citihandlowy.pl/poland/citidirect/polish/pdf/cd_aktywacja_konfiguracja.pdf

STEP e

Client Administator assigns entitlements to MobilePASS in CitiDirect BE

STEP e

User downloads the SafeNet MobilePASS application on their smartphone from the App Store, BlackBerry
World, Google Play or Windows Store

STEP o

User connects application with the CitiDirect BE Login ID using the information delivered in a secure way
by the Bank

STEP °

User can generate dynamic passwords from the MobilePASS app on his smartphone and use them to login
to CitiDirect BE from his computer, phone or tablet. MobilePASS generates dynamic passwords without an
internet connection.

Enhanced protection

MobilePASS combines the security of proven, powerful, two-stage authentication with the convenience
resulting from the ability to generate dynamic passwords on a smartphone. MobilePASS reduces the risk
of a password being used by an unauthorized person, and there was such a risk in the case of inadequately
protected SafeWord card. Another safequard is an individually selected PIN required to access a previously
configured token within the app. The Users can enhance security even further by introducing additional
access protection to their smartphones, eqg. PIN, password, pattern lock, or fingerprint.

You can find more details about MobilePASS on our website www.citidirect.pl
and at the following contact numbers: 801343 978 and +48 22 690 15 21.
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